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ABSTRACT 

This dissertation aims to conduct a comparative analysis of data privacy laws of the 

European Union (EU), the United States of America (USA) and India. The growing 

importance of data privacy in today's digital world has led to the introduction of various data 

privacy laws and regulations across different regions. The research study provides a 

comprehensive overview of the data privacy laws and regulations in these regions, analysing 

the similarities and differences between them. The study employs a comparative analysis 

framework to explore the differences in the legal frameworks, institutional structures, and 

enforcement mechanisms of data privacy laws in these regions. The dissertation also 

evaluates the adequacy and effectiveness of these data privacy laws in protecting the privacy 

rights of individuals in the respective regions. The findings of this research can serve as a 

useful reference for policymakers, scholars, and practitioners to better understand the 

current state of data privacy laws across different regions and to identify opportunities for 

cross-regional collaboration and alignment. 

INTRODUCTION 

Data privacy and data protection laws 1are critical aspects of the digital age in which we live. 

With the proliferation of technology and the internet, individuals' personal data is at risk of 

                                                           
1 “What Is Data Protection: Principles, Strategies & Policies: Imperva” (Learning Center) 

<https://www.imperva.com/learn/data-security/data-protection/>  
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being collected, stored, and misused by businesses, governments, and other entities. 

Governments worldwide have taken steps to protect citizens' privacy by implementing data 

privacy and data protection laws. In this article, we will explore the background of data 

privacy and data protection laws across the world. 

Data privacy and data protection laws are designed to protect individuals' personal 

information from being misused or exploited by third parties. Personal information can 

include everything from an individual's name, address, and telephone number to their medical 

records, financial information, and social media activity. Misusing personal information can 

lead to identity theft, financial fraud, and other types of cybercrime. 

Data privacy and protection laws have become increasingly important as technology 

advances. With the rise of big data, artificial intelligence, and the internet of things, personal 

information is being collected, analysed, and shared on a massive scale. Data breaches and 

cyberattacks have become more common, and individuals are becoming more concerned 

about their online privacy. 

Data privacy refers to protecting sensitive or personal information collected, stored, 

processed, and used by individuals, organizations, or governments. This information can 

include an individual's name, address, date of birth, Social Security number, financial 

information, health information, and other data that can be used to identify a person. 

Data privacy is important because it helps to prevent unauthorized access, use, and disclosure 

of personal information. It also helps to ensure that personal information is collected and 

processed lawfully and that individuals are informed about how their data is being used. 

Data privacy laws and regulations vary by country. However, they generally provide 

individuals with the right to control their personal information, including the right to access, 

correct, delete, and object to the processing of their data. Organizations that collect and 

process personal data must follow strict guidelines and security measures to protect that data 

from unauthorized access and use. 

Overall, data privacy is an essential aspect of maintaining trust in the digital world, and it 

plays a critical role in protecting individuals' fundamental rights and freedoms.2 

From a legal perspective, data privacy refers to the legal principles and rules governing 

personal data collection, use, disclosure, and protection. These legal frameworks are designed 

to safeguard individuals' privacy rights and ensure that their personal data is handled 

responsibly. 

                                                           
2 “What Is Data Protection: Principles, Strategies & Policies: Imperva” (Learning Center) 

<https://www.imperva.com/learn/data-security/data-protection/>  
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Data privacy laws and regulations vary by country, but they generally provide individuals 

with certain rights, including: 

1. The right to know what personal data is being collected, how it is being used, and who 

it is being shared with. 

2. The right to access, correct, and delete personal data that is held by an organization. 

3. The right to object to the processing of personal data in certain circumstances. 

4. The right to data portability, which allows individuals to move their personal data 

from one organization to another. 

5. The right to be informed about any data breaches that may affect their personal data. 

Data privacy laws also impose obligations on organizations that collect and process personal 

data, including requirements to: 

1. Obtain individuals' consent before collecting their personal data in many cases. 

2. Implement appropriate technical and organizational measures to protect personal data 

from unauthorized access, use, and disclosure. 

3. Limit the collection and use of personal data to specific purposes that are disclosed to 

individuals. 

4. Notify individuals about any changes to the organization's privacy policies or 

practices. 

5. Comply with other legal requirements, such as data retention periods and cross-border 

data transfers. 

Data privacy laws are essential in protecting individuals' privacy rights and ensuring that 

organizations handle personal data responsibly.  

Data privacy and data protection laws across the world3 

Today, almost every country in the world has some form of data privacy or data protection 

law. These laws vary in scope and detail, but they are all designed to protect individuals' 

personal information from being misused or exploited. 

 United States 

                                                           
3 “Data Privacy Laws and Worldwide Protection Regulations” (SecuritiMarch 24, 2023) <https://securiti.ai/data-

privacy-laws/> accessed March 27, 2023  
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In the United States, there is no single federal data privacy law. Instead, data privacy is 

regulated by a patchwork of federal and state laws. The most significant federal law is the 

Health Insurance Portability and Accountability Act (HIPAA), which regulates the use and 

disclosure of medical information.4 The Gramm-Leach-Bliley Act (GLBA) regulates the 

collection and use of financial information. In contrast, the Children's Online Privacy 

Protection Act (COPPA) regulates the collection of personal information from children under 

13.5 

Several states have passed their own data privacy laws, including California, which passed 

the California Consumer Privacy Act (CCPA) in 2018. The CCPA gives Californians the 

right to know what personal information is being collected about them, the right to request 

that their personal information be deleted, and the right to opt out of the sale of their personal 

information.6 

In 2020, California passed the California Privacy Rights Act (CPRA), which builds upon the 

CCPA and expands the rights of Californians even further. The CPRA establishes a new data 

protection agency and gives individuals the right to correct inaccurate personal information 

and to restrict the use of their sensitive personal information. 

 European Union 

The European Union has been at the forefront of data privacy and protection laws. In 2016, 

the General Data Protection Regulation (GDPR) came into effect, replacing the Data 

Protection Directive. The GDPR is a comprehensive data protection law that applies to all 

businesses operating in the EU and businesses outside the EU that process the personal data 

of EU residents. 

The GDPR gives individuals the right to access, correct, and delete their personal 

information, as well as the right to object to the processing of their personal information. 

Businesses must obtain individuals' consent before collecting or processing their data, and 

they must take steps to protect the security of that data. 

                                                           

4 publisher CRAACSF, “How Account Aggregator Protects Your Privacy and Security?” (Issuu) 

<https://issuu.com/cyraacs/docs/how_account_aggregator_protects_your_privacy_and_s>  

5 CoCoMelon Live! JJ's Journey - Official Website. https://cocomelonlive.com/ 

6 “UN Report: Pandemic Year Marked by Spike in World Hunger” (World Health Organization) 

<https://www.who.int/news/item/12-07-2021-un-report-pandemic-year-marked-by-spike-in-

world-hunger> accessed January 3, 2023  
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The GDPR also imposes significant fines on businesses that violate the law, with fines of up 

to 4% of a business's annual global revenue or €20 million, whichever is greater. 

 Asia-Pacific 

In the Asia-Pacific region, data privacy and protection laws are less developed than in Europe 

and North America, but they are becoming increasingly important. Several countries in the 

region have recently passed data protection laws or are currently doing so. 

In Japan, the Protection of Personal Information (APPI) Act was passed in 2003 and revised 

in 2015 to strengthen privacy protections. The APPI requires businesses to obtain individuals' 

consent before collecting or processing their personal information and gives individuals the 

right to access, correct, and delete their personal information.7 

The Personal Data Protection Bill was introduced in India in 2019 but has yet to be passed 

into law. The bill is based on the GDPR and would establish a framework for data protection 

in India. 

A patchwork of laws and regulations regulates data privacy and protection in China. The 

Cybersecurity Law, passed in 2017, requires businesses to obtain individuals' consent before 

collecting or processing their personal information and to take steps to protect the security of 

that data. 

Privacy Laws in India 

The right to privacy in India is a fundamental right guaranteed by the Constitution of India. 

The right to privacy has been recognised as an integral part of the right to life and personal 

liberty under Article 21 of the Constitution. In addition, the Supreme Court of India also 

recognised the right to privacy as a fundamental right under Article 21 in the landmark 

judgment of K.S. Puttaswamy (Retd.) v. Union of India8 in 2017. 

The origins of the right to privacy in India can be traced back to the landmark judgment of 

M.P. Sharma v. Satish Chandra in 19549. In this case, a constitution bench of the Supreme 

                                                           
7 Nitin Dhavate RM, “A Look at Proposed Changes to India's (Personal) Data Protection Bill” (A look 

at proposed changes to India's (Personal) Data Protection BillJanuary 5, 2022) 

<https://iapp.org/news/a/a-look-at-proposed-changes-to-indias-personal-data-protection-bill/> 

accessed January 3, 2023  

8 “KS Puttaswamy (Retd) v Union of India 

”<https://www.main.sci.gov.in/supremecourt/2012/35071/35071_2012_Judgement_24-Aug-

2017.pdf>  

9 “M.P. Sharma v. Satish Chandra 1954” <https://www.jstor.org/stable/26697616> accessed January 

3, 2023  
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Court of India held that the right to privacy was not a fundamental right under the 

Constitution of India 

The right to privacy in India encompasses a broad range of privacy interests, including the 

privacy of personal information, the privacy of communications, the privacy of one's home 

and family life, and the privacy of bodily integrity. The right to privacy also includes being 

left alone and controlling one's personal information. 

The right to privacy in India is not absolute and can be limited by the state in certain 

circumstances. The state can limit the right to privacy for national security, public order, 

morality, and public health reasons. The state can also limit the right to privacy to prevent the 

commission of a crime or for the protection of the rights of others. 

The right to privacy in India has been further strengthened by the enactment of the Personal 

Data Protection Bill, 201910, which aims to regulate the collection, use, storage, and 

processing of personal data by individuals and entities in India. The Bill provides for 

establishing a Data Protection Authority of India, which will be responsible for enforcing the 

provisions of the Bill. 

In addition, the Supreme Court of India has also recognised the right to privacy in various 

other judgments. For example, in the judgment of R. Rajagopal v. State of Tamil Nadu, the 

Court recognised the right to privacy as a fundamental right under Article 21. It held that 

publishing a person's private information without consent violates their Right to Privacy. 

Overall, the right to privacy in India is a fundamental right that is guaranteed by the 

Constitution of India and has been recognised as such by the Supreme Court of India. The 

right to privacy encompasses a broad range of privacy interests and can be limited by the 

state in certain circumstances. The enactment of the Personal Data Protection Bill 2019 

further strengthens the right to privacy in India. 

In India, the right to privacy is recognised as a fundamental right under Article 21 of the 

Indian Constitution. The government of India has enacted various laws to protect the privacy 

of individuals, including: 

1. The Information Technology (Reasonable Security Practices and Procedures and 

Sensitive Personal Data or Information) Rules, 2011: This law requires companies 

to obtain consent from individuals before collecting or using their sensitive personal 

                                                           
10 Nitin Dhavate RM, “A Look at Proposed Changes to India's (Personal) Data Protection Bill” (A 

look at proposed changes to India's (Personal) Data Protection BillJanuary 5, 2022) 

<https://iapp.org/news/a/a-look-at-proposed-changes-to-indias-personal-data-protection-bill/> 

accessed January 3, 2023  



 

YASH PRAGNESH JOSHI                                                      7P a g e  

 

data. It also mandates that companies maintain reasonable security practices to protect 

such data. 

2. The Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and 

Services) Act, 2016: This law regulates the use of Aadhaar, a biometric identification 

system used by the government of India. It mandates that Aadhaar information can 

only be used for specific purposes and must be kept confidential. 

3. The Right to Information Act, 2005: This law allows individuals to access 

information held by public authorities, subject to certain exemptions. It also requires 

public authorities to maintain the confidentiality of certain types of information. 

4. The Indian Penal Code, 1860: This law criminalises the unauthorised access, use, or 

disclosure of personal information. It also provides for punishment for offences 

related to invasion of privacy. 

In addition to these laws, the Personal Data Protection Bill 2019 has been introduced in the 

Indian Parliament, which aims to regulate the processing of personal data by private and 

government entities. Once enacted, this law is expected to provide comprehensive protection 

for the privacy of individuals in India. 

CONCLUSION  

In conclusion, data privacy laws have become increasingly important in today's digital age. 

India, the USA, and the EU have unique approaches to protecting personal data, with some 

similarities and differences. 

India's data privacy law is relatively new, and the Personal Data Protection Bill, 2019, is 

currently under review. The proposed bill includes several provisions similar to those found 

in the GDPR, such as the right to be forgotten, data portability, and access to personal data. 

However, some notable differences exist, such as including a data localization requirement. 

Data privacy laws in the United States are complex and fragmented, with different states 

having laws and regulations. The most comprehensive law is the California Consumer 

Privacy Act (CCPA), which is similar to the GDPR in several ways, including the right to 

access and delete personal data. However, some differences exist, such as excluding certain 

data types, such as publicly available information. 

The EU's General Data Protection Regulation (GDPR) is currently the world's most 

comprehensive and far-reaching data privacy law. It includes provisions such as the right to 

be forgotten, the right to access personal data, and the requirement for explicit consent for 

data processing. The GDPR applies to all organizations that handle the personal data of EU 

citizens, regardless of where they are located. 
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Overall, while there are some similarities between the data privacy laws of India, the USA, 

and the EU, there are also some notable differences. Organizations must understand and 

comply with the data privacy laws that apply to them to protect personal data and avoid 

potential legal consequences. 

India could adopt several aspects from other data privacy legislation to improve its privacy 

laws. For example, India could consider adopting the following measures: 

1. More substantial penalties: India's proposed data privacy legislation, the Personal 

Data Protection Bill, 2019, currently includes fines for non-compliance. However, the 

fines are relatively low compared to those imposed by the GDPR and CCPA. India 

could consider increasing the fines to create a stronger deterrent against non-

compliance. 

2. Data localization requirements: India's proposed legislation includes a provision for 

data localization, which requires that certain types of personal data be stored within 

the country. India could consider adopting a more targeted approach, such as the 

GDPR's requirement for organizations to conduct a risk assessment to determine 

whether data needs to be stored locally. 

3. Clarity around consent: The GDPR includes specific requirements for obtaining 

valid consent from individuals to process their data. India could consider adopting 

similar requirements to ensure that individuals are fully informed about how their data 

will be used and have given explicit consent. 

4. Data breach notification requirements: The GDPR and CCPA require 

organizations to notify individuals during a data breach. India could consider adopting 

similar requirements to ensure that individuals are promptly informed of any breach 

of their data. 

5. Privacy by design and default: The GDPR requires organizations to implement 

privacy by design and default, which means that privacy considerations are integrated 

into the design of products and services from the outset. India could adopt similar 

requirements to ensure that privacy is considered throughout the entire data lifecycle, 

from collection to disposal. 

6. Right to erasure: The GDPR includes the right to erasure, also known as the right to 

be forgotten, which allows individuals to request that their data be deleted under 

certain circumstances. India could adopt a similar provision to give individuals more 

control over their data. 

7. Data protection officers: The GDPR requires specific organizations to appoint a data 

protection officer (DPO) responsible for ensuring compliance with data protection 
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regulations. India could consider adopting a similar requirement to ensure that 

organizations have an individual or team responsible for data protection and 

compliance. 

8. Privacy impact assessments: The GDPR requires organizations to conduct privacy 

impact assessments (PIAs) to identify and mitigate privacy risks associated with a 

particular data processing activity. India could consider adopting a similar 

requirement to ensure that organizations proactively assess and manage privacy risks. 

9. Explicit consent for sensitive data: The CCPA requires organizations to obtain 

explicit consent from individuals before processing sensitive personal information, 

such as health information or financial information. India could consider adopting a 

similar requirement to ensure that sensitive data is treated with appropriate care and 

protection. 

10. Extraterritorial applicability: The GDPR applies to all organizations that process 

the personal data of EU citizens, regardless of where they are located. India could 

consider adopting a similar provision to ensure that organizations that process the 

personal data of Indian citizens are subject to Indian data privacy laws, regardless of 

where they are located. 

By adopting these measures and others, India could strengthen its data privacy laws and align 

them with international best practices, enhancing its reputation as a responsible custodian of 

personal data and fostering trust among its citizens and the international community. 

 

 

1. “What Is Data Protection: Principles, Strategies & Policies: Imperva” (Learning 

Center) https://www.imperva.com/learn/data-security/data-protection/ 

2. “What Is Data Protection: Principles, Strategies & Policies: Imperva” (Learning 

Center) https://www.imperva.com/learn/data-security/data-protection/ 

3. “Data Privacy Laws and Worldwide Protection Regulations” (SecuritiMarch 24, 

2023) <https://securiti.ai/data-privacy-laws/> accessed March 27, 2023 

4. Publisher CRAACSF, “How Account Aggregator Protects Your Privacy and 

Security?” (Issuu) 

<https://issuu.com/cyraacs/docs/how_account_aggregator_protects_your_privacy_and

_s>  



 

YASH PRAGNESH JOSHI                                                      10P a g e  

 

5. CoCoMelon Live! JJ's Journey - Official Website. https://cocomelonlive.com/ 

6. “UN Report: Pandemic Year Marked by Spike in World Hunger” (World Health 

Organization) <https://www.who.int/news/item/12-07-2021-un-report-pandemic-

year-marked-by-spike-in-world-hunger> accessed January 3, 2023 

7.   Nitin Dhavate RM, “A Look at Proposed Changes to India's (Personal) Data 

Protection Bill” (A look at proposed changes to India's (Personal) Data Protection 

BillJanuary 5, 2022) <https://iapp.org/news/a/a-look-at-proposed-changes-to-indias-

personal-data-protection-bill/> accessed January 3, 2023  

8.   “KS Puttaswamy (Retd) v Union of India 

”<https://www.main.sci.gov.in/supremecourt/2012/35071/35071_2012_Judgement_2

4-Aug-2017.pdf>  

9.   “M.P. Sharma v. Satish Chandra 1954” <https://www.jstor.org/stable/26697616> 

accessed January 3, 2023 

10. Nitin Dhavate RM, “A Look at Proposed Changes to India's (Personal) Data 

Protection Bill” (A look at proposed changes to India's (Personal) Data Protection 

BillJanuary 5, 2022) <https://iapp.org/news/a/a-look-at-proposed-changes-to-indias-

personal-data-protection-bill/> accessed January 3, 2023 

 

 


